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Network structure: Who connects to whom? 
§  Assortative mixing: Like attracts like.  

§  Can be any characteristic. 

§  E.g. Degree assortativity. 
§  Average nearest-neighbor degree for vertices with 

degree k. 
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Your friends have more friends than you 
§  The average degree of nearest neighbors is 

larger than the average degree. 
§  Intuition: Higher degree nodes are counted more 

frequently. 

5 
 

Friends 

55 53 

50 
45 
40 

35 
30 29 2 

25 
20 20 

15 14 

10 

1 2 3 4 5 6 7 

a) The mean is 2.7. 

360 350 
330 320 
300 
270 
240 212 234 
210 
180 
150 
120 108 
90 
60 4 
30 29 

1 2 3 4 5 6 7 

b) The mean is 3.4 
FIG. 3. -(a) Distribution of numbers of friends for Marketville girls; (b) distri- 

bution of number of friends' friends for Marketville girls. 

be a typical distribution of numbers of friends among individuals. The 
distribution of friends among friends is a weighted version of the original 
distribution, weighting those with many friends especially heavily; this 
weighting counteracts the original skew, as shown in figure 3b. The 
important characteristic of the distribution of numbers of friends of 
friends is that it inevitably has a higher mean than the distribution of 
friends of individuals. 

In this situation, if individuals compared their numbers of friends with 
the mean number of friends of their own friends, and their friends were 
a representative sample of friends (mean number of friends of friends was 
3.4), then 74% of the individuals would find themselves to be relatively 
deprived.3 

3In a discussion of this phenomenon, Guillermo Owen and Bernard Grofman noted 
that, even if individuals are accurately informed of the distribution of friends among 
individuals, a majority of the individuals will generally be below the mean, because 
the median is below the mean in distributions that are skewed to the right. In this 
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Your friends have more friends than you 
§  The probability that a randomly chosen node has 

degree k’: 

 

 

§  Probability that a neighbor has degree k’: 

(assuming neighbor degrees are not correlated) 
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Number of nodes with degree k	


Number of nodes	
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Disease spread on networks 

§  The structure of social interactions and human 
movement has a critical effect on disease spread. 

§  We can use networks to model this structure. 
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Source Bearman et al. (2004)	
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Recap: Kermack-McKendrick model 
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Recap: Kermack-McKendrick model 
S: Susceptible 
I: Infected 
R: Removed/recovered  
β: Infection/contact rate 
γ: Immunity/recovery rate 
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Recap: Kermack-McKendrick model 
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ds
dt
= −β j(t)s(t)

dj
dt
= β j(t)s(t)−γ j(t)

dr
dt
= γ j(t)

N : Number of individuals 
s = S/N 
j = I/N 
r = R/N  
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Recap: Kermack-McKendrick model 

11 
 

ds
dt
= −β j(t)s(t)

dj
dt
= β j(t)s(t)−γ j(t)

dr
dt
= γ j(t)

N : Number of individuals 
s = S/N 
j = I/N 
r = R/N  

dj
dt
≤ 0⇒ β ≥ γ

The disease will die out if: 	
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Recap: Reproductive number 

12 
 

R0 =
β
γ

R0 >1⇒  Infection invades population
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Approximating spreading on a network 
§  Assume that each of the k neighbors is equally 

likely to be of type Infected. 

§  Probability that a node with k neighbors 
becomes infected in time interval dt: 
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Probability contact occurs with a single infected neighbor	


Expected number of infected neighbors	


1� (1� �dt)kj ' kj�dt

(Leading order of Taylor expansion when βdt << 1) 
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Approximating spreading on a network 
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ds
dt
= −β k j(t)s(t)

dj
dt
= β k j(t)s(t)−γ j(t)

dr
dt
= γ j(t)

N : Number of individuals 
s = S/N 
j = I/N 
r = R/N  
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Approximating spreading on a network 
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ds
dt
= −β k j(t)s(t)

dj
dt
= β k j(t)s(t)−γ j(t)

dr
dt
= γ j(t)

N : Number of individuals 
s = S/N 
j = I/N 
r = R/N  

§  Easier for disease to invade the population for larger <k>	


R0
eff =

β k
γ
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Super-spreaders: Network heterogeneity 
§  What happens when the degree distribution is 

heterogeneous? (e.g. scale free) 

16 
 

Swedish survey of sexual behaviour (1996)	


Source: Liljeros et al. (2001) 	
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Super-spreaders: Network heterogeneity 
§  What happens when the degree distribution is 

heterogeneous? (e.g. scale free) 

§  Write down a model that explicitly tracks the 
state and degree of individuals. 
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Swedish survey of sexual behaviour (1996)	


Source: Liljeros et al. (2001) 	
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Super-spreaders: Network heterogeneity 
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dsk
dt

= −βksk (t)Θk (t)

djk
dt

= βksk (t)Θk (t)−γ jk (t)

drk
dt

= γ jk (t)

N : Number of individuals 
s = S/N 
j = I/N 
r = R/N  

density of infected neighbors around a node with degree k	


Θk (t) =Θ(t)
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Super-spreaders: Network heterogeneity 

§  As heterogeneity increases invasion is more likely 

§  Epidemics always occur in scale free networks with 
a very broad degree distribution: 
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R0
eff =

β k
γ

  ⇒  R0
eff =

β
γ

k2 − k
k

For derivation see Pastor-Satorras et al. (2001) and Barrat et al. (2008) 	


p(k) = Ck�↵ with ↵  3 =) hk2i ! 1 as N ! 1
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Effect of topology on disease spread 
§  Small diameter leads to faster spread. 
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Long range connections	
 Short-range clustered connections	
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Models of social spreading 
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Can your friends make you fat?	


The Spread of Obesity in a Large Social Network Over 32 Years

n engl j med 357;4 www.nejm.org july 26, 2007 373

educational level; the ego’s obesity status at the 
previous time point (t); and most pertinent, the 
alter’s obesity status at times t and t + 1.25 We 
used generalized estimating equations to account 
for multiple observations of the same ego across 
examinations and across ego–alter pairs.26 We 
assumed an independent working correlation 
structure for the clusters.26,27

The use of a time-lagged dependent variable 
(lagged to the previous examination) eliminated 
serial correlation in the errors (evaluated with a 
Lagrange multiplier test28) and also substantial-
ly controlled for the ego’s genetic endowment and 
any intrinsic, stable predisposition to obesity. The 
use of a lagged independent variable for an alter’s 
weight status controlled for homophily.25 The 
key variable of interest was an alter’s obesity at 
time t + 1. A significant coefficient for this vari-
able would suggest either that an alter’s weight 
affected an ego’s weight or that an ego and an 
alter experienced contemporaneous events affect-

ing both their weights. We estimated these mod-
els in varied ego–alter pair types.

To evaluate the possibility that omitted vari-
ables or unobserved events might explain the as-
sociations, we examined how the type or direc-
tion of the social relationship between the ego 
and the alter affected the association between the 
ego’s obesity and the alter’s obesity. For example, 
if unobserved factors drove the association be-
tween the ego’s obesity and the alter’s obesity, 
then the directionality of friendship should not 
have been relevant.

We evaluated the role of a possible spread in 
smoking-cessation behavior as a contributor to 
the spread of obesity by adding variables for the 
smoking status of egos and alters at times t and 
t + 1 to the foregoing models. We also analyzed 
the role of geographic distance between egos 
and alters by adding such a variable.

We calculated 95% confidence intervals by sim-
ulating the first difference in the alter’s contem-

Figure 1. Largest Connected Subcomponent of the Social Network in the Framingham Heart Study in the Year 2000.

Each circle (node) represents one person in the data set. There are 2200 persons in this subcomponent of the social 
network. Circles with red borders denote women, and circles with blue borders denote men. The size of each circle 
is proportional to the person’s body-mass index. The interior color of the circles indicates the person’s obesity status: 
yellow denotes an obese person (body-mass index, !30) and green denotes a nonobese person. The colors of the 
ties between the nodes indicate the relationship between them: purple denotes a friendship or marital tie and orange 
denotes a familial tie.

The New England Journal of Medicine 
Downloaded from nejm.org at ETH ZUERICH on November 18, 2013. For personal use only. No other uses without permission. 

 Copyright © 2007 Massachusetts Medical Society. All rights reserved. 

Source: Christakis et al. (2007)	
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Models of social spreading 
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Can your friends make you fat?	


The Spread of Obesity in a Large Social Network Over 32 Years

n engl j med 357;4 www.nejm.org july 26, 2007 373

educational level; the ego’s obesity status at the 
previous time point (t); and most pertinent, the 
alter’s obesity status at times t and t + 1.25 We 
used generalized estimating equations to account 
for multiple observations of the same ego across 
examinations and across ego–alter pairs.26 We 
assumed an independent working correlation 
structure for the clusters.26,27

The use of a time-lagged dependent variable 
(lagged to the previous examination) eliminated 
serial correlation in the errors (evaluated with a 
Lagrange multiplier test28) and also substantial-
ly controlled for the ego’s genetic endowment and 
any intrinsic, stable predisposition to obesity. The 
use of a lagged independent variable for an alter’s 
weight status controlled for homophily.25 The 
key variable of interest was an alter’s obesity at 
time t + 1. A significant coefficient for this vari-
able would suggest either that an alter’s weight 
affected an ego’s weight or that an ego and an 
alter experienced contemporaneous events affect-

ing both their weights. We estimated these mod-
els in varied ego–alter pair types.

To evaluate the possibility that omitted vari-
ables or unobserved events might explain the as-
sociations, we examined how the type or direc-
tion of the social relationship between the ego 
and the alter affected the association between the 
ego’s obesity and the alter’s obesity. For example, 
if unobserved factors drove the association be-
tween the ego’s obesity and the alter’s obesity, 
then the directionality of friendship should not 
have been relevant.

We evaluated the role of a possible spread in 
smoking-cessation behavior as a contributor to 
the spread of obesity by adding variables for the 
smoking status of egos and alters at times t and 
t + 1 to the foregoing models. We also analyzed 
the role of geographic distance between egos 
and alters by adding such a variable.

We calculated 95% confidence intervals by sim-
ulating the first difference in the alter’s contem-

Figure 1. Largest Connected Subcomponent of the Social Network in the Framingham Heart Study in the Year 2000.

Each circle (node) represents one person in the data set. There are 2200 persons in this subcomponent of the social 
network. Circles with red borders denote women, and circles with blue borders denote men. The size of each circle 
is proportional to the person’s body-mass index. The interior color of the circles indicates the person’s obesity status: 
yellow denotes an obese person (body-mass index, !30) and green denotes a nonobese person. The colors of the 
ties between the nodes indicate the relationship between them: purple denotes a friendship or marital tie and orange 
denotes a familial tie.

The New England Journal of Medicine 
Downloaded from nejm.org at ETH ZUERICH on November 18, 2013. For personal use only. No other uses without permission. 

 Copyright © 2007 Massachusetts Medical Society. All rights reserved. 

Source: Christakis et al. (2007)	


The Spread of Obesity in a Large Social Network Over 32 Years

n engl j med 357;4 www.nejm.org july 26, 2007 375

poraneous obesity (changing from 0 to 1), using 
1000 randomly drawn sets of estimates from the 
coefficient covariance matrix and assuming mean 
values for all other variables.29 All tests were 
two-tailed. The sensitivity of the results was as-
sessed with multiple additional analyses (see the 
Supplementary Appendix).

R esult s

Figure 1 depicts the largest connected subcom-
ponent of the social network in the year 2000. 
This network is sufficiently dense to obscure 
much of the underlying structure, although re-
gions of the network with clusters of obese or 
nonobese persons can be seen. Figure 2 illus-
trates the spread of obesity between adjoining 
nodes in a part of the network over time. A video 
(available with the full text of this article at www.
nejm.org) depicts the evolution of the largest 
component of the network and shows the prog-
ress of the obesity epidemic over the 32-year study 
period.

Figure 3A characterizes clusters within the 
entire network more formally. To quantify these 
clusters, we compared the whole observed net-
work with simulated networks with the same 
network topology and the same overall preva-

lence of obesity as the observed network, but with 
the incidence of obesity randomly distributed 
among the nodes (in what we call “random body-
mass–index networks”). If clustering is occur-
ring, then the probability that an alter will be 
obese, given that an ego is known to be obese, 
should be higher in the observed network than 
in the random body-mass–index networks. What 
we call the “reach” of the clusters is the point, in 
terms of an alter’s degree of separation from any 
given ego, at which the probability of an alter’s 
obesity is no longer related to whether the ego 
is obese. In all of the examinations (from 1971 
through 2003), the risk of obesity among alters 
who were connected to an obese ego (at one de-
gree of separation) was about 45% higher in the 
observed network than in a random network. The 

100

80

60

40

20

0

1 2 3 4 5 6

1 2 3 4 5 6

100

80

60

40

20

0

AUTHOR:

FIGURE:

JOB:

4-C
H/T

RETAKEICM

CASE

EMail Line
H/T
Combo

Revised

 

REG F

Enon

1st
2nd
3rd

Christakis

3 of 4

07-26-07

ARTIST: ts

35704 ISSUE:

22p3

Examination 1
Examination 2
Examination 3
Examination 4
Examination 5
Examination 6
Examination 7

Figure 3. Effect of Social and Geographic Distance from 
Obese Alters on the Probability of an Ego’s Obesity in 
the Social Network of the Framingham Heart Study.

Panel A shows the mean effect of an ego’s social prox-
imity to an obese alter; this effect is derived by compar-
ing the conditional probability of obesity in the observed 
network with the probability of obesity in identical net-
works (with topology preserved) in which the same 
number of obese persons is randomly distributed. The 
social distance between the alter and the ego is repre-
sented by degrees of separation (1 denotes one degree 
of separation from the ego, 2 denotes two degrees of 
separation from the ego, and so forth). The examina-
tion took place at seven time points. Panel B shows the 
mean effect of an ego’s geographic proximity to an obese 
alter. We ranked all geographic distances (derived from 
geocoding) between the homes of directly connected 
egos and alters (i.e., those pairs at one degree of sepa-
ration) and created six groups of equal size. This figure 
shows the effects observed for the six mileage groups 
(based on their average distance): 1 denotes 0 miles 
(i.e., closest to the alter’s home), 2 denotes 0.26 mile, 
3 denotes 1.5 miles, 4 denotes 3.4 miles, 5 denotes  
9.3 miles, and 6 denotes 471 miles (i.e., farthest from 
the alter’s home). There is no trend in geographic dis-
tance. I bars for both panels show 95% confidence in-
tervals based on 1000 simulations. To convert miles to 
kilometers, multiply by 1.6.

The New England Journal of Medicine 
Downloaded from nejm.org at ETH ZUERICH on November 18, 2013. For personal use only. No other uses without permission. 

 Copyright © 2007 Massachusetts Medical Society. All rights reserved. 
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Is it really influence? 

Observation: You are more likely to be fat if you have fat friends. 

§  Three competing hypothesis: 

§  Social influence: Behavior spreads from one friend to another. 
You like McDonalds and I like to eat with you. 

§  Homophily: Similar people are more likely to be friends. We both 
like McDonalds so I think you’re cool. 

§  Covariation of another variable : We are friends because we live 
close and there are many McDonalds in our neighborhood. 

Impossible to distinguish hypothesis without a controlled experiment! 

(See Shalizi et al. 2011). 
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Complex contagion 
§  Assume that “infection” (or 

adoption) requires multiple 
“infective” contacts. 

§  Spreading can be faster 
without long-range 
connections! 
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not alter the topology in which they were em-
bedded (e.g., by making new ties). In both condi-
tions, each participant was randomly assigned
to occupy a single node in one network. The
occupants of the immediately adjacent nodes in
the network (i.e., the network neighbors) consti-
tuted a participant’s health buddies (13). Each
node in a social network had an identical number
of neighbors as the other nodes in the network,
and participants could only see the immediate
neighbors to whom they were connected.

Consequently, the size of each participant’s
social neighborhood was identical for all par-
ticipants within a network and across conditions.
More generally, every aspect of a participant’s
experience before the initiation of the diffusion
dynamics was equivalent across conditions, and
the only difference between the conditions was
the pattern of connectedness of the social net-

works in which the participants were embedded.
Thus, any differences in the dynamics of diffu-
sion between the two conditions can be attri-
buted to the effects of network topology.

There are four advantages of this experi-
mental design over observational data. (i) The
present study isolates the effects of network
topology, independent of frequently co-occurring
factors such as homophily (3, 16), geographic
proximity (17), and interpersonal affect (4, 18),
which are easily conflated with the effects of
topological structure in observational studies
(2, 3, 11). (ii) I study the spread of a health-
related behavior that is unknown to the partici-
pants before the study (13), thereby eliminating
the effects of nonnetwork factors from the dif-
fusion dynamics, such as advertising, availability,
and pricing, which can confound the effects of
topology on diffusion when, for example, the

local structure of a social network correlates
with greater resources for learning about or
adopting an innovation (11, 19). (iii) This study
eliminates the possibility for social ties to change
and thereby identifies the effects of network
structure on the dynamics of diffusion without
the confounding effects of homophilous tie
formation (1, 20). (iv) Finally, this design allows
the same diffusion process to be observed
multiple times, under identical structural condi-
tions, thus allowing the often stochastic process of
individual adoption (21) to be studied in a way
that provides robust evidence for the effects of
network topology on the dynamics of diffusion.

I report the results from six independent trials
of this experimental design, each consisting of a
matched pair of network conditions. In each pair,
participants were randomized to either a clustered-
lattice network or a corresponding random net-
work (13). This yielded 12 independent diffusion
processes. Diffusion was initiated by selecting a
random “seed node,” which sent signals to its net-
workneighbors encouraging them to adopt a health-
related behavior—namely, registering for a health
forum Web site (13). Every time a participant
adopted the behavior (i.e., registered for the health
forum), messages were sent to her health buddies
inviting them to adopt. If a participant had mul-
tiple health buddies who adopted the behavior,
then she would receive multiple signals, one from
each neighbor. Themore neighbors who adopted,
themore reinforcing signals a participant received.
The sequence of adoption decisions made by the
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Fig. 2. Time series showing the adoption of a health behavior spreading through clustered-lattice (solid
black circles) and random (open triangles) social networks. Six independent trials of the study are
shown, including (A) N = 98, Z = 6, (B to D) N = 128, Z = 6, and (E and F) N = 144, Z = 8. The success
of diffusion was measured by the fraction of the total network that adopted the behavior. The speed of
the diffusion process was evaluated by comparing the time required for the behavior to spread to the
greatest fraction reached by both conditions in each trial.
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Fig. 3. Hazard ratios for adoption for individuals
receiving two, three, and four social signals. The
hazard ratio g indicates that the likelihood of
adoption increases by a factor of g for each ad-
ditional signal k, compared to the likelihood of
adoption from receiving k – 1 signals. The 95%
confidence intervals from the Cox proportional
hazards model are shown by error bars. The effect
of an additional signal on the likelihood of adop-
tion is significant if the 95% confidence interval
does not contain g = 1 (13).
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Resilience of Network Systems 

Internet [opte project]	


Food Webs and ecosystems [Martinez 
’91]	


Protein Interactions 
[genomebiology.com]	
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Global air travel	

 36 

 
Figure:7 The major banks hubs of the international financial network show high levels of 
connectivity and interdependence. The links are weighted to represent the strongest relations 
between banks. The colours represent different geographic areas, European Union (red), North 
America (blue), other countries (green)27.  
 
 

III.4.2 Production Flows 
 

Like the banking system, trade networks also show a scale-free property28. More generally, 
some countries’ role in trade is far more important to the globalised economy than others. 
This is a trivial observation, but one with important implications. 
 
Two studies are of note, both are based upon network analysis but take slightly different 
approaches to international trade data. The first, by Kali & Reyes29 measures countries' 
influence on global trade, not only by trade volumes, but the influence a country has on the 
global trading system. They used an Importance Index to rank their influence. For 
example, they find that Thailand, which was at the centre of the 1997-1998 Asian financial 
crisis ranked 22nd in terms of global trade share, but 11th on their level of importance. That 
means its potential as a crisis spreader was higher than its trade volumes indicated.  Their 
results are based upon 1998 data. We list them in terms of their Importance Index 
(Eurozone countries in blue): USA(1st), Germany, Japan, France, UK, Italy, Belgium-Lux, 
Spain, Russian Fed, Netherlands (10th).  
 
In another study, Garas et. al.30 used an epidemic model to look at the potential any 
country had to spread a crisis. One of their data sets is based upon international trade in 
2007. It uses a measure of centrality to identify countries with the power to spread a crisis 
via their level of trade integration. Like the previous paper, the centrality in the network 
does not necessarily correspond to those countries with the highest trade volumes. There 
are 12 inner core countries, which are listed in no particular order (Eurozone in blue): 

Banking Network []	
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Resilience of Network Systems 
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How does damage at a small fraction of network components 
influence the functionality of the entire system? 	

	

Define measures of the impairment to proper function	

§  Fragmentation	

	

Evaluate impact under different classes of perturbations	

§  Random failure	

§  Targeted attacks removing nodes ranked by centrality	
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Fragmentation 
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Fragmentation 
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Fragmentation 
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Fragmentation 
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fraction of nodes removed	
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§  The network breaks into disconnected components.	

	

§  Analogous to the percolation problem we studied to 

understand the emergence of a giant component.	


Threshold	
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Topology and resilience 
§  Random networks: 

§  Equal effect due to random failure and targeted attacks 

§  Networks with scale free degree distribution: 
§   Resilient to random failure 

§   Vulnerable to targeted attacks  
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Source: Albert et al. (2000)	


Hypothesis: 	

Scale free networks are common 
because they are more resilient?	
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are believed to have a diameter of around six21. To compare the two
network models properly, we generated networks that have the same
number of nodes and links, such that P(k) follows a Poisson
distribution for the exponential network, and a power law for the
scale-free network.

To address the error tolerance of the networks, we study the
changes in diameter when a small fraction f of the nodes is removed.
The malfunctioning (absence) of any node in general increases the
distance between the remaining nodes, as it can eliminate some
paths that contribute to the system’s interconnectedness. Indeed, for
the exponential network the diameter increases monotonically with
f (Fig. 2a); thus, despite its redundant wiring (Fig. 1), it is increas-
ingly difficult for the remaining nodes to communicate with each
other. This behaviour is rooted in the homogeneity of the network:
since all nodes have approximately the same number of links, they
all contribute equally to the network’s diameter, thus the removal of
each node causes the same amount of damage. In contrast, we
observe a drastically different and surprising behaviour for the
scale-free network (Fig. 2a): the diameter remains unchanged under
an increasing level of errors. Thus even when as many as 5% of

the nodes fail, the communication between the remaining nodes
in the network is unaffected. This robustness of scale-free net-
works is rooted in their extremely inhomogeneous connectivity
distribution: because the power-law distribution implies that the
majority of nodes have only a few links, nodes with small
connectivity will be selected with much higher probability. The
removal of these ‘small’ nodes does not alter the path structure of
the remaining nodes, and thus has no impact on the overall network
topology.

An informed agent that attempts to deliberately damage a net-
work will not eliminate the nodes randomly, but will preferentially
target the most connected nodes. To simulate an attack we first
remove the most connected node, and continue selecting and
removing nodes in decreasing order of their connectivity k. Measur-
ing the diameter of an exponential network under attack, we find
that, owing to the homogeneity of the network, there is no
substantial difference whether the nodes are selected randomly or
in decreasing order of connectivity (Fig. 2a). On the other hand, a
drastically different behaviour is observed for scale-free networks.
When the most connected nodes are eliminated, the diameter of the
scale-free network increases rapidly, doubling its original value if
5% of the nodes are removed. This vulnerability to attacks is rooted
in the inhomogeneity of the connectivity distribution: the connec-
tivity is maintained by a few highly connected nodes (Fig. 1b),
whose removal drastically alters the network’s topology, and
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Figure 3 Network fragmentation under random failures and attacks. The relative size of
the largest cluster S (open symbols) and the average size of the isolated clusters !s" (filled
symbols) as a function of the fraction of removed nodes f for the same systems as in
Fig. 2. The size S is defined as the fraction of nodes contained in the largest cluster (that is,
S ! 1 for f ! 0). a, Fragmentation of the exponential network under random failures
(squares) and attacks (circles). b, Fragmentation of the scale-free network under random
failures (blue squares) and attacks (red circles). The inset shows the error tolerance curves
for the whole range of f, indicating that the main cluster falls apart only after it has been
completely deflated. We note that the behaviour of the scale-free network under errors is
consistent with an extremely delayed percolation transition: at unrealistically high error
rates ( f max ! 0:75) we do observe a very small peak in !s" (!smax" ! 1:06) even in the
case of random failures, indicating the existence of a critical point. For a and b we
repeated the analysis for systems of sizes N ! 1;000, 5,000 and 20,000, finding that the
obtained S and !s" curves overlap with the one shown here, indicating that the overall
clustering scenario and the value of the critical point is independent of the size of the
system. c, d, Fragmentation of the Internet (c) and WWW (d), using the topological data
described in Fig. 2. The symbols are the same as in b. !s" in d in the case of attack is
shown on a different scale, drawn in the right side of the frame. Whereas for small f we
have !s" ! 1:5, at f w

c ! 0:067 the average fragment size abruptly increases, peaking at
!smax" ! 60, then decays rapidly. For the attack curve in d we ordered the nodes as a
function of the number of outgoing links, kout. We note that while the three studied
networks, the scale-free model, the Internet and the WWW have different g, !k" and
clustering coefficient11, their response to attacks and errors is identical. Indeed, we find
that the difference between these quantities changes only fc and the magnitude of d, S
and !s", but not the nature of the response of these networks to perturbations.
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Figure 4 Summary of the response of a network to failures or attacks. a–f, The cluster
size distribution for various values of f when a scale-free network of parameters given in
Fig. 3b is subject to random failures (a–c) or attacks (d–f). Upper panels, exponential
networks under random failures and attacks and scale-free networks under attacks
behave similarly. For small f, clusters of different sizes break down, although there is still a
large cluster. This is supported by the cluster size distribution: although we see a few
fragments of sizes between 1 and 16, there is a large cluster of size 9,000 (the size of the
original system being 10,000). At a critical fc (see Fig. 3) the network breaks into small
fragments between sizes 1 and 100 (b) and the large cluster disappears. At even higher f
(c) the clusters are further fragmented into single nodes or clusters of size two. Lower
panels, scale-free networks follow a different scenario under random failures: the size of
the largest cluster decreases slowly as first single nodes, then small clusters break off.
Indeed, at f ! 0:05 only single and double nodes break off (d). At f ! 0:18, the network
is fragmented (b) under attack, but under failures the large cluster of size 8,000 coexists
with isolated clusters of sizes 1 to 5 (e). Even for an unrealistically high error rate of
f ! 0:45 the large cluster persists, the size of the broken-off fragments not exceeding
11 (f).
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Projects 
§  Today, there are no exercises. Instead, 

you can work on your projects and we will 
supervise you. 
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